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GDBB4A5CNKPXZOHN
DKFH5RLY7MHJMBP7
5FPLR2Y4F63OMDHA
3XBAKUQ3
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SDZ3OKG7TOIKKBGN
HJFQB5TLPHBRSB3Z
UROZU3OKAXZB2GG2
A7JIWAKV
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Memo  🍕 Sign SDZ3OKG7TOIKKBGNHJF...

     Amount
5.00

Words
Five

Pay to
GSADIG7TOIJRP3IY47MK...
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Memo  🍕

     Amount
5.00

Words
Five

Pay to
GSADIG7TOIJRP3IY47MK...

SCUWSRQ7LCGLYHZ6LOK...
Sign SDZ3OKG7TOIKKBGNHJF...
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SCUWSRQ7LCGLYHZ6LOK...
Memo  🍕 Sign SDZ3OKG7TOIKKBGNHJF...

     Amount
5.00

Words
Five

Pay to
GSADIG7TOIJRP3IY47MK...

w: 1
w: 1

threshold: 1



8

SCUWSRQ7LCGLYHZ6LOK...
Memo  🍕 Sign SDZ3OKG7TOIKKBGNHJF...

     Amount
5.00

Words
Five

Pay to
GSADIG7TOIJRP3IY47MK...

w: 1
w: 1

threshold: 2
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SCUWSRQ7LCGLYHZ6LOK...
Memo  🍕 Sign SDZ3OKG7TOIKKBGNHJF...

     Amount
5.00

Words
Five

Pay to
GSADIG7TOIJRP3IY47MK...
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ProtectStore

Transact

Prevent Loss
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How a wallet implements 
key management will define 

the user experience.
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Write it 
down

Store safely

Find it Natural 
disasters

Theft

Trust



SDZ3OKG7TOIKKBGN
HJFQB5TLPHBRSB3Z
UROZU3OKAXZB2GG2
A7JIWAKV
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SDZ3OKG7TOIKKBGN
HJFQB5TLPHBRSB3Z
UROZU3OKAXZB2GG2
A7JIWAKV
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dignity cross apple cat
scout object fence hen
merge march salon lazy
glad canal search crowd
jealous pledge omit design
inject march fuel worry
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User experience extends 
outside of your product.
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SEP-30 Account Recovery
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stellar.org/protocol/sep-30

https://stellar.org/protocol/sep-30


Help the user get a new key. 
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POST /accounts/GDBB...

Account 
Registration

POST /accounts/GDBB.../sign/...

Transaction 
Signing
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POST /accounts/GDBB...

SEP-10Account 
Registration

https://github.com/stellar/stellar-protocol/blob/master/ecosystem/sep-0010.md
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POST /accounts/GDBB.../sign/...

Phone 
Email Transaction 

Signing
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  Sofia Vibrant 
Server

threshold: 1

w: 1
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  Sofia Vibrant 
Server

w: 0

threshold: 1

w: 1



  Sofia
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Vibrant 
Server

w: 20
w: 0

threshold: 20
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1

w: 20
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

w: 20

threshold: 20
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  Sofia Vibrant 
Server

Recovery
2

Recovery
1w: 10 w: 10

w: 20

threshold: 20
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Recovery
2

Recovery
1
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Vibrant 
Server  Sofia

w: 10 w: 10

  Sofia w: 20
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

  Sofia w: 20



  Sofia
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

w: 0

w: 20



  Sofia
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

w: 20

w: 0



  Sofia
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

w: 20

threshold: 20
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Vibrant 
Server  Sofia

Recovery
2

Recovery
1w: 10 w: 10

w: 20

threshold: 20
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Auth 
methods

Fast vs Delayed 
Recovery

Number of 
servers Custody

One device 
or multiple

Paper Key
One auth 
method or 
multiple
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  Sofia

  Sofia

w: 20

w: 20



48

  Sofia

  SofiaRecovery
2

Recovery
1w: 10 w: 10

w: 20

w: 10
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  Sofia

  Sofia

  Sofia
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  Sofia

  Sofia

  Sofia



  Sofia
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Wallet 
Server

Recovery
w: 20

w: 20



  Sofia
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  Daniel
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SEP-30 Account Recovery
stellar.org/protocol/sep-30

https://stellar.org/protocol/sep-30
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Getting Started
         stellar.org/protocol/sep-30

         stellar.org/blog/the-importance-of-key-management-recovery

         stellar.public #key-management on Keybase

         groups.google.com/g/stellar-dev/c/SFr2dHBZlsY
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https://stellar.org/protocol/sep-30
https://stellar.org/blog/the-importance-of-key-management-recovery
https://keybase.io/team/stellar.public
https://groups.google.com/g/stellar-dev/c/SFr2dHBZlsY

